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1
Decision/action requested

This contribution proposes EN removal of solution#2 in TR33.890.
2
References

[1]
3GPP TS 24.229: "IP Multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3"

[2]
3GPP TS 24.229: "Technical Specification Group Core Network and Terminals; Mission Critical Push To Talk (MCPTT) call control; Protocol specification"
3
Rationale

There are 4 ENs in solution#2, it’s proposed to resolve the EN as follows:
1. Editor's Note: the content of the token is ffs.
Since the token is provided and verified both by 3rd party server, the content of the token should be left for implementation, e.g., a one-time random number, a sequence number with signature, etc. Therefore, it’s proposed to remove the EN with additional description of the token. 

2. Editor's Note: Whether the IMS call can continue if the authorization request is rejected is FFS

According to TS 24.229 [1], IMS call continuation should be based on the inclusion of a "verstat" tel URI parameter which means the call should not be rejected but continued with a corresponding verification status. Therefore, it’s proposed to add such a description to resolve the EN.
3. Editor's Note: It’s ffs whether authentication between UE and authorization server is needed and whether SIP can support the authentication exchanges.
Editor's Note: If no authentication is performed between UE and authorization server, how to prevent malicious UE from using token belonging to others is ffs.
It is possible for an attacker to steal a token from UEs. In this case, it is better to perform a mutual authentication between UE and third party sever in the same way as the authentication between UE and external AAAs in 5GC. 

Besides, SIP is a well-designed protocol to support many extensions according to TS 24.229 [1] and TS 24.379 [2], e.g., XML body, ID header insertion, etc. Therefore, it can be extended to include extra containers to carry the authentication exchanges between UE and third party server. 
Therefore, it is proposed to make the authentication between UE and third part server as an option that can be triggered by third party server based on local policy.
Based on the above analysis, it’s also proposed to complete the evaluation part after the EN removal.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.890.
***BEGIN OF First CHANGE***

6.2
Solution #2: SHAKEN based third-party specific user identities
6.2.1
Introduction 

This solution addresses key issue #1. 

6.2.2
Solution details

6.2.2.1
General procedures

Following preconditions are fulfilled before a third party specific user identity can be used:

-
For the originating UE, subscription data for the usage of third party specific user identity is configured in the HSS. 

-
For the terminating UE, subscription data for the verification of third party specific user identity is configured in the HSS.

-
Third party Authorization server is authorized by the serving IMS network to provide third party specific user identity for specific group of UEs. 

-
The originating UE is authorized by third party Authorization Server to use designated third party specific user identity by one of the two following methods:


-
Option A: The third party leverages the subscriber management capability exposed by HSS via NEF to allocate a designated Public User Identity and associated Service Profile for the UE. 


-
Option B: The third party assigned a token to the UE for the authorization of third party specific ID via application layer. How the third party Authorization Server distributes the token to the UEs and the content of the token are out of the scope of this study report.
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Figure 6.2.2-1: Call flow for using third party identity
The enhancement to SHAKEN reference call flow specified in clause 4.3 of ATIS-1000074 [5] are as following:

0a.
 (For option A) The third party Authorization Server is authorized by NEF to request allocation of designated IMPU and associated Service Profile for the UE to HSS. The allocated IMPU is received and configured in the UE in IMS registration procedure. 

0b.
 (For option B) Third party Authorization server is authorized by the serving IMS network to provide third party specific user identity. The UE interacts with the third party via application layer to receive a token for the authorization of third party specific ID.

1.
The originating UE creates a SIP INVITE with:


-
the Public User Identity allocated by third party (for option A); or


-
 an Authorization Header which contains the third party specific user identity, realm of the third party Authorization Server and the token assigned by the third party Authorization Server (for option B).

NOTE 1:
How the UE interacts with the third party Authorization Server via application layer to get the third party specific user identity or token is out of scope of this study.

2.
originating IMS network (e.g. S-CSCF) checks the UE subscription data to confirm that the UE is allowed to use a third party specific user ID. The S-CSCF resolves the address of the third party Authorization Server based on the Public User Identity (option A) or realm information in the authorization request (option B). The authorization request is forwarded to the NEF. The NEF discovers and selects the third party Authorization Server for the authorization of using third party specific user identity.


3.
The third party Authorization Server authorizes the request and creates an enterprise name card for the user, which is going to be delivered in the SIP header. For option B, the authorization can be done using the token received in the INVITE as mentioned above or as described in clause 6.2.2.2. 

If the authorization request is rejected, the IMS call can continue without presentation of third party specific user identity and optionally with a failed code, i.e., verstat tel URI parameter as described in TS 24.229 [4]. 


NOTE 2: The key information of enterprise name card and integrity protection mechanism are specified in draft-ietf-sipcore-callinfo-rcd-03 [7] and draft-ietf-stir-passport-rcd-18 [6].
4-5.
The Signing Server signs the SIP INVITE and adds Identity header field(s) per IETF RFC 8224 [8] using the third party specific user ID in the P-Asserted-Identity header field and enterprise name card information. The signing can reuse Ms reference point as described in TS 24.229 [4].
6
SIP INVITE with signature is sent to the terminating IMS networks.

7-8.
Upon receiving the SIP INVITE with third party specific user identity, the terminating IMS checks whether the terminating UE has subscribed for verification of third party identity. If allowed, the terminating IMS triggers the verification procedure with the Verification Server. 

9.
The third party specific user identity and enterprise name card is received and rendered in the terminating UE.

6.2.2.2
Alternative authorisation procedure

This clause provides an alternative authorisation method for option B at step 3 in clause  6.2.2.1.

Rather than using the token to authorise the UE, the authorization sever may initiate an authentication procedure with UE based on local policy upon receiving the request from IMS. After successful authentication, the authorization sever can create an enterprise name card for the user. The authentication between UE and the authorization server is out of scope of this study. 


6.2.3
Evaluation

This solution meets the requirements of KI#1. 3rd party on its own performs the user verification and name cards delivery, therefore, the solution can be applied in case that the users of the 3rd party change dynamically (e.g., employees leaving or joining an enterprise).
Editor’s Note: It’s ffs how to cover the case of using a SIP trunk with PBX.
*** END OF First CHANGE ***


